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Agenda

IDIS with G3 – the first 20 months

• The G3 Alliance

• The G3 Technology

• The G3 Certification

•

• IDIS summary and projects

• IDIS-G3 Conformance testing

• IDIS outlook – package 3

• IDIS Association - status
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we close the gap
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Agenda

IDIS with G3 – the first 20 months

• The G3 Alliance

• The G3 Technology

• The G3 Certification

• IDIS – consistent strategy

• IDIS experience and learnings

• IDIS-G3 Certification

• IDIS Association – status/outlook
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Smart meter rollout – a risky project
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exchange the entire meter park

manufacturer lock-in                       rocketing integration costs
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Standards - to avoid manufacturer lock-in 

▪ Open standardisation processes

▪ Open specification

▪ Transparency on patents
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provided by the official standardisation organisations:
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Interoperability – to minimize integration costs

10

no standard

with standard
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provided by the official standardisation organisations:

Who provides INTEROPERABILITY ?

standard + 
exchangeable companion specification
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the standard
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What is that - a companion specification ?

value

value
CHOICE

the companion specification

Active energy import (+A)

1 logical name octet_string[6]

2 value double_long_unsigned

3 scaler_unit scal_unit_type

1 reset
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STAR

STAR

Interoperability – today's alternatives
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PLC
G3

DNO
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Learnings
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Standards are necessary – but they are not sufficient.

Interoperability requires addition effort.

Interoperable meters need markets – large enough for several suppliers.
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Consequences - Commitments
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Standards are necessary – but they are not sufficient.

Interoperability requires addition effort.

Interoperable meters need a market – large enough for several suppliers.

IEC 62056 series, DLMS/COSEM

IDIS companion specifications + testing environment + commitment to provide meters

IDIS meters for the EMEA markets + market specific extensions possible
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From the standard to interoperable products
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Standardisation organisation
• publishes and maintains standards;
• ensures that all stakeholders are involved; 
• ensures that the standards are accessible by everybody; 
• ensures that the standards do not contain any hidden patents.
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From the standard to interoperable products
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Standardisation organisation
• publishes and maintains standards;
• ensures that all stakeholders are involved; 
• ensures that the standards are accessible by everybody; 
• ensures that the standards do not contain any hidden patents.

Standards User Association:
• acts as bridegehead to the market; 
• supports the elaboration and the maintenance of the standard; 
• provides conformity tests.
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From the standard to interoperable products
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Standardisation organisation
• publishes and maintains standards;
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Manufacturer/User Association:
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From the standard to interoperable products
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Package 3
IP (BB11,GB7)

2G, 3G, 4G
Ethernet
G3-PLC

IDIS co-operations
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62056-6-2
COSEM

62056-6-1
OBIS

62056-5-3
DLMS

Package 1
S-FSK-PLC

Package 2
IP (BB11,GB7)

2G, 3G, 4G
Ethernet
G3-PLC

G.9903
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Agenda

IDIS with G3 – the first 20 months

• The G3 Alliance

• The G3 Technology

• The G3 Certification

• IDIS – consistent strategy

• IDIS experience and learnings

• IDIS-G3 Certification

• IDIS Association – status/outlook
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IDIS interoperability - in operation (1/2)

Project System 
provider

meter providers

EKZ Landis+Gyr Landis+Gyr (40'000), Elster (5'000)

SIG Genf Landis+Gyr Landis+Gyr (50), Elster (25), Iskraemeco (25)

Eco Watt Landis+Gyr Landis+Gyr (7'100), Elster (6'700)

Vattenfall
(Tauron) Poland

Landis+Gyr Landis+Gyr (14'980), Iskraemeco, Itron (1'550)

Elektro Maribor Landis+Gyr Landis+Gyr (16'000), Iskraemeco (37'000)

Elektro Ljubljana Landis+Gyr Landis+Gyr (9'000), Iskraemeco (10'000)
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IDIS interoperability - in operation (2/2)

Project System 
provider

meter providers

Elektropriveda Iskraemeco Iskraemeco(62’000),Landis+Gyr (3'000),
Itron (3’000)

Elektro Gorenjska Iskraemeco Iskraemeco (25’000),Landis+Gyr (3’000)

Kiptek Iskraemeco Iskraemeco ( 120’000), Itron ( 3’000 )

DEWA Itron Landis+Gyr (10’000), Iskraemeco (21’000), 
Itron (10‘000)
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Use Cases - Examples
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Application of IDIS security
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IDIS uses two security levels

24

HES

DLMS/COSEM
Client

DLMS/COSEM
Server

Datamodel

Request_APDU(            )data

Response_APDU(            )data

1. Client-Server authetication

2. protected data as contents of the protected pdu

HES
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End-to-end security in IDIS G3-PLC systems
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DLMS/COSEM
Client B

DLMS/COSEM Server

DLMS/COSEM
Client B

HESData Concentrator

WANG3-PLC - NN

APDU

1. The Data Concentrator approach

APDU

APDU
DLMS/COSEM

Client A

proprietary

UDP-IPv6- 6lowPAN TCP - IPv4
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DLMS/COSEM Server

End-to-end security in IDIS G3-PLC systems
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HESGateway

WANG3-PLC - NN

2. The Gateway Approach

APDU

UDP-IPv6- 6lowPAN UDP - IPv4 (IPv6)

DLMS/COSEM
Client B

DLMS/COSEM
Client B

DLMS/COSEM
Client A

APDU

APDU
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Example: IDIS end-to-end security for Austria
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Example: IDIS end-to-end security for Austria
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HES

Gateway

G3-PLC

PKIHSM

KMS

MDMS

GPRS
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WAN: IPv4/v6

IDIS end-to-end security + G3 Security 
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HES

Gateway

PKIHSM

KMS

MDMS

WAN: IPv4/v6

E/A

DLMS APDU
Encypted/Autheticated

https PAN: IPv6, 6loWPAN, G3

KMS: Key Management System
HSM: Hardware Security Module
PKI: Public key Infrastructure

GPRS G3-PLC
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HES

Gateway

PKI

KMS

MDMS

Encrypted in
memory

Encrypted in
Memory

GMK

GMK

HSM

group master 

HSM

Generation + encrypted to HES

PSK

PSK

pre-shared

Keys used in G3 and IDIS

GPRS G3-PLC
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Security Mechanisms used in IDIS package 2
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DLMS/COSEM Security Suites (IEC62056-5-3)

digital signature:
for FW-Upgrade
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Use Cases - Examples

32

Application of IDIS meter registration
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Standardised installation process for G3-PLC meter -1

33

HES

Gateway

PKIHSM

KMS

MDMS

1.1 Installer reads new meter number
and binds it to the customer -> HHU

1.2 Configures meter: security covered
by "commissioning secret"

G3-PLC



IDIS Status  2016 Workshop, Warsaw 23.05.16Landis+Gyr

Standardised installation process for G3-PLC meter -2
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Gridstream HES PKIHSM

KMS

MDMS

1.1 Installer reads new meter number
and binds it to the customer -> HHU

1.2 Configures meter: security covered
by "commissioning secret"

2.1 Meter registers at Gateway on G3 
MAC level (authenticated by PSK)

2.2 Gateway checks PSK (via HES) and 
provides meter with: GMK, IP 
address

2.3 Meter send it's IP address to HES

2.4 HES replaces the keys in the meter

2.5 HES sets time and configures meter

PSK

GMK

G3-PLC

Gateway
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Use Cases - Examples
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Universal Consumer Interface 
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responsibility of DNO

Consumer Interface PUSH - CIP

metering

data

IDIS Meter

DNO

HES

key generator

responsibility of consumer

Consumer
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Agenda

IDIS with G3 – the first 20 months

• The G3 Alliance

• The G3 Technology

• The G3 Certification

• IDIS – consistent strategy

• IDIS experience and learnings

• IDIS-G3 Certification

• IDIS Association – status/outlook
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The DLMS certificate …

… shows that the meter conforms to the IEC 62056 standards.
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The IDIS certificate …
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… shows that the meter is interoperable according to the IDIS.
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www.idis-association.com

IDIS – Offenheit durch Transparenz
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IDIS G3-PLC conformance testing
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G3-PLC
Communication stack

G3-PLC
modem

Test Cases Test Cases

UDP

DLMS

G3-PLC
Communication stack

G3-PLC
modem

http://www.g3-plc.com/
http://www.lanpark.eu/
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IDIS Conformity and Interoperability Testing
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Agenda

IDIS with G3 – the first 20 months

• The G3 Alliance

• The G3 Technology

• The G3 Certification

• IDIS – consistent strategy

• IDIS experience and learnings

• IDIS-G3 Certification

• IDIS Association – status/outlook
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Who invested into the IDIS specifications ?

9 Utilities:

Austria(3), Belgium(3), Netherlands(1), Poland(1), Switzerland(1)

25 Meter Manufacturers:

Bosnia(1), Bulgaria(1), China(5), Egypt(1), UK(1), France(1), Germany(3), 
Iran(2), Russia(1), Serbia(2), Slovenia(1), SA(1), Spain(1), Switzerland(1), 
Turkey(1), Ukraine(1), USA(1)

7 System/Service Providers:

Austria(1), France(2), Germany(1), Iran(1), Spain(1), Switzerland(1)
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IDIS Association – status May 2016

48



IDIS Status  2016 Workshop, Warsaw 23.05.16Landis+Gyr

Outlook
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IDIS – Extension concept
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Communication

FunctionalityCOSEM
IEC 62056-6-2

DLMS
IEC 62056-5-3

PLC

S-FSK
IEC 61034-5-1

IP v4 / IP v6

3G

4G

Ethernet ITU-T

G.9903

+ 

Data - Security

New

• Use Cases

• Market requirements

extended

functionality

6lowPAN

new

smallband

technology

new

broadband

technology

New

• Communication 

Technologies
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Outlook
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Conformance Testing
G3-PLC, Internet, …

Market Requirements
Austria, Belgium, …

Cooperations
M-Bus organisations, …

Package 3
extended functionality

BB12,GB8
IP

2G, 3G, 4G
Ethernet
G3-PLC

release planned: October 2016
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A first glimpse of Package 3
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Package 1
S-FSK-PLC

Package 2
IP (BB11,GB7)

2G, 3G, 4G
Ethernet
G3-PLC

Package 3
IP (BB11,GB7)

2G, 3G, 4G
Ethernet
G3-PLC

• enabling/disabling functionalities
(opt in/out)

• Extended communication 
supervision 

• More support for M-bus devices
(wired, wireless)

• …
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thank you for your attention


